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Abstract— Virtual Organization (VO) involves workers 
from different organizations. These workers work together to 
achieve a common task. The workers of VO communicate and 
perform activities using the cyber infrastructure. Since VO 
involves the use of cyber infrastructure which is vulnerable to 
different security attacks. This research identifies the possible 
vulnerabilities to VO, evaluates different security attacks as 
well as their consequences and mitigation plan. Moreover there 
are some proposed guidelines to VO administrators and users 
to improve the overall security of VO. 

Keywords—Virtual Organization; Security attacks; 
Vulnerabilities. 

I. INTRODUCTION  
Virtual Organization (VO) involves sharing of 

geographically dispersed resources for achieving a common 
goal. A VO involves group consist of individuals whose 
resources and members may be spread both institutionally 
and geographically, yet who work as a logical unit by using 
the cyber infrastructure [1]. Since VO relies on the 
underlying cyber infrastructure which is vulnerable to 
different security attacks. If the resources of VO are 
compromised due to security attacks then the traditional 
organizations are least likely expected to use the resource or 
become part of the VO. 

Trust Management is the limitation in the success 
of VO. Since VO involves worker from different 
organizations and usually face to face communication is 
very rare among these workers therefore building trust in 
VO is a challenging task for the managers of VO.  

Three main goals of security are confidentiality, 
availability and integrity as shown in figure 1. There should 
be a good balance between these three goals of security. 
Absolute secure systems do not exist. The important aspect 
in securing a system is to minimize the chances of loopholes 
to be exploited by an attacker by using different security 
mechanism. For this purpose loopholes will have to be 
identified which can be exploited by an attacker. The best 
security solutions should be used and as a result the 

consequences of an attack can be minimized up to a great 
extent. 

 

 
 

Figure 1. Goals of security 
 
A) Security concern a barrier for adoption of virtual 
environment  
 
     There are many barriers for adoption of Virtual 
Environment (VE) and due to these barriers the users are 
reluctant regarding adoption of the VE environment. 
According to the survey conducted about different barriers 
towards adoption of VE, data security is among the top three 
concerns of the users as reflected in figure 2 [2]. According 
to [3] the security requirement of VE is more as compared 
to traditional environment because the virtual environment 
is susceptible to all attacks which are possible in traditional 
environment and moreover it also requires security 
management of several virtual computers which are 
providing services to the users. Attackers are actively 
developing different malware programs for VE. The attacks 
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which are unique for the VE are low level hypervisor attacks 
and malicious virtual system deployment.  
 

 
 

Figure 2. Barriers towards virtualization [2] 
 

B) Motivation 
 

There are different security issues in VO such as 
the collaboration of different security mechanism in a single 
VO, need of security management system for supervising 
the security of all applications deployed in VO etc. Making 
the VO secure is a challenging task. The major research 
contribution in this area so far is the development of security 
framework and security architecture for VO. This research 
work addressed the security loopholes in VO because very 
little attention has been given to address this issue by the 
research community. Moreover general guidelines for 
improving the security of VO need to be developed.  

 
C) Objectives of Research 

 
The objectives of this research are as follows: 

• To identify security loopholes in VO. 
• To analyze the consequences of identified     

loopholes. 
• To recommend guidelines to overcome the 

identified loopholes. 

II. RELATED WORK 
 

The research conducted in [4] presented security 
framework for VO which consisted of four elements or 
layers such as protected resources layer, recovery layer, 
detection layer and prevention layer as shown in figure 3 
but, their main focus was on the security issues related or 
experienced in the four projects named E-COLLEG, 
EXTERNAL, PRODNET and TeleCAREe follow. 
Moreover they focused more on the technical aspect of the 
VO and thereby skipping the organizational and legal aspect 
of VO. 

 

 
 

Figure 3. Multiple layer security model [4] 
 

The research conducted in [5] discussed how to use 
Role Based Access Control (RBAC) model in VO. The 
standard RBAC is usually applied to single large domain 
with centralized role management. The use of RBAC in VO 
is a challenging task. The advantages and disadvantages of 
both centralized and de-centralized approach of role 
management in VO has been discussed in this research 
work. The advantage of centralized approach is its widely 
acceptance in the grid community and need of single VO 
administrator. The disadvantage of centralized approach is 
single point of failure. The advantage of de-centralized 
approach is that it allowed dynamic collaboration. The 
disadvantage of de-centralized approach is association of 
roles with VO are scattered across different locations. 

The research conducted in [6] proposed security 
architecture for addressing the requirements of business 
oriented applications. Components of the proposed 
architecture are web service, policy generator, policy 
enforcement point, policy decision point, lifecycle manager 
and membership manager. Since business application users 
use web services therefore this architecture can be used to 
secure interaction involved in web services. 

The research conducted in [7] developed a new 
service known as Virtual Organization Membership Service 
(VOMS). The purpose of VOMS system is to manage 
authorization information in the VOs. The VOMS system 
consist of the following four parts such as i) user server ii) 
user client iii) administration client iv) administration 
server. According to VOMS resource provider has the 
ability to override the permissions granted by VO. Moreover 
user can be a participant of different groups and different 
roles can be assigned to users. 

According to [8] the number of users increase and 
decrease in VO and the need of processing capabilities of 
users also increases and decreases therefore, to address such 
issues a Grid Information Retrieval (GIR) System using VO 
and security mechanism has been proposed in this research. 
The major advantage of GIR System is efficient 
management of security information in VO, when different 
information retrieval system each having changed security 
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policies are combined in a VO. It means that the 
organizations can distribute secure information to other 
organizations by applying multilevel security policies. 

According to [9] cloud computing are used to 
provide services on Internet but some applications require 
the services of many clouds together which can be achieved 
with the help of VO. This research work proposed a 
framework such as CloudVO. The proposed framework 
provides secure management of VO across multiple clouds. 
CloudVO provides flexible in nature and dynamic VO 
protocol for the clouds. Therefore Inter-cloud collaboration 
can be achieved without disturbing the local polices of 
clouds. The CloudVO framework addresses the challenge of 
dynamic, autonomous and distributed cloud environments. 

According to [10] with the help of VO the 
collaboration among different administrative domains is 
possible and, the VO applies joint security policies on 
different administrative domains. This research work 
proposed Open Stack Keystone service which can be used to 
act as VO management system. This application can be used 
to use the services of VOs. The services can be either 
Infrastructure level services or application level services. 

The research conducted in [11] proposed a model 
such as grid security model based on VO. The model 
consists of both physical model as well as logical model. 
The logical model contains 5 layers and physical model is 
used to implement the logical model. Using this model a 
security mechanism can be established in grid environment.  
  According to [12] VO comprises of people from 
dissimilar organizations and usually they do not have a trust 
on each other. Due to the open nature of VOs the security 
concerns of people increases. This research work examines 
the existing negotiation protocols and enhances one protocol 
among them. 

III. RESEARCH CONTRIBUTION ON SECURITY IN VO 
 

The section consists of the following three phases. 
• Identifying possible vulnerabilities in VO. 
• Possible security attacks in VO. 
• Recommended guidelines for both VO users and 

administrators for improving the security of VO.  
 

A) Possible vulnerabilities in VOs 
 
The following are some of the possible 

vulnerabilities in VO. 
1) Since VO relies on web based system therefore the 
attacker can divert the traffic of VO towards a fake website 
and can obtain the credentials of users. 
2) VO requires authentication for all users therefore the 
authentication system can by compromised by different 
means. 
3) VO offer Internet based services which require web 
services therefore different attacks can be launched against 
web servers. 
4) VO includes workers from different organizations 
therefore any worker can launch attack against VO. Such 
type of attack lies under the category of insider attack. 

5) If the security of a VO is compromised there is no 
possible means for user to know about such incident 
because the organizations usually do not share such 
information with users. 
6) The hypervisor has comparatively more access to the base 
system hardware resources than application. If the attacker 
hijacks the hypervisor than the base system as well as 
multiple VM which are running on the same system can be 
accessed [13]. 

B) Possible security attacks on VO 
 
There are different security attacks possible on 

VOs. Some of these attacks are discussed in this section. 
 

1) DNS cache poisoning 
 
The purpose of this attack is to poison the cache of DNS 

server in order to divert the traffic towards a fake website 
hosted by attacker. The attacker first share updates with the 
DNS server in order to poison the DNS cache. Such type of 
attack can be launched against VO and the attacker can 
divert the traffic towards a bogus website in order to obtain 
the credentials of the user. The process is shown in figure 4. 
To avoid such type of attack the user should look at the 
browser address and should use certification authority.  

 

 
 

Figure 4. DNS cache poisoning procedure [16] 
  

2) Phishing attack 
 

The purpose of phishing attack and DNS cache 
poisoning attack is same but phishing attack is easy to 
launch. In phishing attack the attacker sends a malicious file 
to user which contains a link to malicious website so that the 
traffic diverts towards a fake website and the attacker fools 
the user to input user name and password. If the user inputs 
credentials than the attack is considered successful. Such 
type of attack can be stopped by looking at the browser 
address, using certification authority and restraining from 
opening malicious files. 
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3) Attack on hypervisor 
 

The main aim of attack on hypervisor is to access the 
virtual machine and base system. Such type of attacks can 
be minimized by using a SHype a secure hypervisor 
proposed by IBM. In this software based solution security 
policies are bind to the VE. 
 

4) DOS attack 
 

This attack can be launched against VO in which one 
user uses all the resources and as a result the resources are 
not available to the actual clients. To overcome such type of 
attack proper virtualization technology should be used in 
VO in order to control the access of all users. 
 

5) DDOS attack 
 

This attack is the more severe form of DOS attack. In 
such type of attack the VO resources are not available to the 
actual users. The genuine users are not able to access the 
web servers of VO. To mitigate the chances of this attack 
ping command should be disabled on the servers and 
moreover manual codes should be used in order to stop 
machine attacks. 
 

6) Attack on authentication system 
 

VO includes authentication system in order to allow only 
VO users to access the system. Therefore attacker can attack 
the authentication system of VO by using different means 
such as brute force attack, dictionary attack etc. In order to 
minimize the chances of such attack maximum number of 
login attempts should be 3 and after 3 failed login attempts 
account should be locked for some specific period of time. 
Log files should be frequently checked to identify suspected 
activities. 

 
7) Attack on authorization system 

 
In VO different level of access is provided to the 

users. In this attack the VO user access the resources for 
which the user is not authorized. Such type of attack can be 
handled by using role base access control mechanism. 

 
8) Eavesdropping 

 
When VO user is communicating with VO servers 

then attacker can capture the traffic communicated between 
user and server. To minimize the effect of such attack best 
encryption algorithm should be used so that if the attacker 
captures traffic then it will be of no use for the attacker 
because attacker can’t decrypt the coded data. 

 
9) TCP session hijacking 

 
Such type of attack can be launched against VO 

user. The attacker can hijack an established session between 
VO user and servers.  The process of this attack is shown in 
the figure 5. In order to avoid this attack encryption should 

be used because attacker will not be able to decrypt cipher 
text and won’t be able to find the sequence number which is 
required for launching this attack. 

  

 
 

Figure 5. TCP Session Hijacking [17] 
 

10) ARP cache poisoning 
 

The purpose of this attack is to poison the cache of 
switch used in a LAN so that the attacker can capture the 
traffic intended for the genuine user. The process to poison 
the cache of switch is shown in figure 6. To avoid such type 
of attack port number to MAC address mapping should be 
used and moreover the use of intrusion detection system 
detects suspicious activities in the network. 
 

 
 

Figure 6. ARP cache poisoning [18] 
 

11. ARP spoofing 
 

The purpose of this attack is to use the spoofed 
MAC address and start communication with host and 
impersonating as a legitimate user. The process of ARP 
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spoofing is shown in the figure 7. To avoid such type of 
attack port security and IDS should be used. 

 

 
Figure 7. ARP spoofing [19] 

12. Attack on virtual machine 
The attacker can attack the specific virtual machine by 
exploiting the loop holes in the virtual machine. If the 
configuration is not properly done then the application on 
one virtual machine can access the applications running on 
other virtual machines. The break in the one virtual machine 
can be exploited by providing access to the other virtual 
machines in the same environment [20].  

 
C) Recommended guidelines 

 
Guidelines for improving the security of VO are 

divided into two categories such as guidelines for VO 
administrators and guidelines for VO users. 
  

1) Recommended guidelines for VO administrators 
 

  The following are some recommended guidelines 
which can be used by VO administrators in order to handle 
security related issues. 
1) The users of VO can access the resources online and 
usually the users are authenticated on the basis of user name 
and password. The problem in this scenario is user share 
their authentication credentials with other people who can 
use the resources of VO. The solution to such type of 

problems is to authenticate user by username and password 
as well as by typing pattern [21].  
2) A role based access control mechanism should be used 
for user authorization [5] which will minimize the chances 
of insider attacks. 
3) Use best encryption algorithms such as AES. 
4) Passwords should be stored in salted form on servers so 
that the password can’t be recovered but can be changed. 
5) For trust management a third party monitoring system 
should be used which will monitor the security of VO and if 
the VO is under attack than it will send alert to the VO 
administrator as well as VO users. 
6) Limit the cache size of DNS. 
7) Use certification authority. 
8) Use licensed version of firewall, antivirus and Intrusion 
Detection System (IDS). 
9) Ping should be disabled on web servers. 
10) Automated queries should be stopped. 
11) Use VPN for establishing secure connection so that 
users can securely access VO resources [10]. 
 

2) Recommended guidelines for VO users 
 

The following are some recommended guidelines 
which can be used by VO users in order to handle security 
related issues. 
1) DNS cache poisoning is extremely difficult attack to 
launch and it is also very difficult attack to detect because 
maximum users do not look at the browser address while 
using web applications. The users should look at the web 
browser addresses and if any suspected website address 
found than administrator should be informed immediately. 
2) Do not open suspected files on the computer because if 
the user’s computer security is compromised by Trojan then 
the attacker can access the resources of VO by using the 
account of user. 
3) Do not install suspected software on system because such 
software usually includes back door channel which transfers 
the sensitive information to attackers. 
4) Users should not share authentication credentials with 
others. 

Table 1: Possible attacks and their countermeasures in VO 
Possible attacks Consequences of each attack Mitigation plans 
DNS cache poisoning Misguide user and divert traffic towards a fake 

website. 
User should look at the browser address and use digital certificates. 

Phishing attack Misguide user and divert traffic towards a fake 
website 

User should check the browser address before entering credentials. 

Attack on hypervisor Attacker access the VM and base system. Use SHype, in which security policies are binded to the VE[3] 
DOS attack[14] One user consumes all resources in VE due to 

which resources are not available to other users. 
Properly configure virtualization technology for controlling access 
of users[15] 

DDOS attack More severe form of DOS attack Disable ping command on servers, use manual codes. 
Attack on authentication 
system [4] 

Illegally login to the system Max no. of attempts should be 3, frequently check logs. 

Authorization attack [4] Use resources for which the user is not authorized Use role base access control mechanism. 
TCP session hijacking Hijack an established session between client and 

server 
Use secure socket layers (SSL) port no. 443. 

Eavesdropping  [4] such as 
using packet sniffers 

Captures traffic Use best encryption algorithm (AES). Should use VPN to create a 
private tunnel using public network [13]. 

ARP cache poisoning Attacker poisons the cache of switch and receives 
data of target system. 

Use port based security such as port no. to mac address mapping, 
use intrusion detection system [4]. 

ARP spoofing   Attacker receive data of the target system. Use port based security such as port no. to mac address mapping, 
use intrusion detection system [4]. 
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Attack on virtual machine Application running on one VM can access 
applications running on other VMs, break-in one 
VM provide access to the VMs in the same 
environment. 

The resources in the environment should be carefully deployed. 
Configuration should be carefully done [20].  

IV. CONCLUSION 
VO allow user to work from different locations 

using cyber infrastructure to achieve a common goal 
therefore traditional organization can move towards VO to 
get advantages from it. This research paper evaluates the 
possible security vulnerabilities in VO, possible attacks as 
well as their consequences and mitigation plan are also 
discussed. At the end there are some recommendations for 
VO administrators and users to make the environment more 
secure. 
 According to survey conducted [2] which identified 
different barriers towards adoption of VE, data security was 
the concern of 43% users participated in the survey. VO 
administrators need to focus more on security concerns of 
the users and should use the best available security 
mechanisms.  
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